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ABSTRACT

Traffic classification is an important component of traffic engineer-
ing and quality of service in community networks. In recent years,
it has become apparent that deep learning techniques are effective
for such classification tasks, especially since classical approaches
struggle to deal with encrypted traffic. In this paper, we review
various approaches that have been taken by researchers in the
traffic classification literature, including the constraints that have
been considered, the deep learning techniques that have been used,
and the typical end-to-end procedure followed. In particular, we
aim to highlight the constraints that are particularly applicable to
community networks, and analyze which deep learning approaches
are likely to be successful in consideration of such constraints. In
doing so, we identify the gap in the literature that shows the oppor-
tunity for useful research into a near-real-time fine-grained traffic
classification system for community networks.

CCS CONCEPTS

« Computing methodologies — Neural networks; Supervised
learning by classification; - Networks — Network manage-
ment.
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1 INTRODUCTION

Network traffic classification — the task of categorizing network
traffic into different classes — has many important applications in
traffic engineering. One of these applications is providing networks
with smoother quality of service (QoS) by assigning different pri-
orities to different applications’ flows based on their classification.
For example, applications involving video and voice traffic rely
on fast packet transmission, whereas speed requirements are not
as important for text services like email applications [12]. Other
applications of traffic classification include detecting malware for
security purposes, billing services for ISPs, as well as managing
network resource use [19]. Due to its many important applications,
various approaches to traffic classification have been studied exten-
sively in the literature.

Classic approaches that have historically been used for traffic
classification include port-based methods, payload-based methods
such as deep packet inspection (DPI), and then classical machine
learning techniques such as random forests or k-nearest-neighbours
algorithms. However, these approaches have each been shown to
have respective weaknesses in classifying modern network traffic.
Classification methods that rely on port numbers are no longer

reliable since many applications do not use standard ports. Addi-
tionally some applications use a technique known as port obfus-
cation to disguise their traffic by using well-known port numbers
[25]. DPI techniques require substantial time and computational
resources to derive, update and maintain the rules and patterns
used to identify application signatures [6] — and this task has been
made more difficult by the encryption of traffic [8]. Additionally,
a disadvantage of classical machine learning approaches is that
they rely on human-engineered features derived from data flows
— which limits their generalizability [19]. In light of the problems
that traditional approaches face with modern network traffic, deep
learning approaches have recently been explored in order to im-
prove on the performance of these methods. Many such studies
have reported excellent results. Consequently, it is apparent that
deep learning models offer strong potential for successful, accurate
and generalizable approaches to traffic classification.

In particular, for our purposes there is demand for a lightweight
deep learning approach to traffic classification that can be utilized
by community networks in low resource environments. This would
require such a model to balance the trade-off between classification
speed and timeliness on the one hand, and computational efficiency
in terms of low resource usage on the other. We will thus first high-
light these constraints that are applicable to traffic classification
for community networks, and then explore different deep learning
approaches that have been taken in the literature — with emphasis
on evaluating how successfully they consider these constraints. In
doing so, we aim to identify the key aspects of such approaches
that will enable the development of a low-resource, computation-
ally efficient model that provides near-real-time accurate traffic
classification for community networks.

The rest of the paper is organized as follows. In Section 2 we
provide an overview of the constraints that apply to traffic clas-
sification, particularly those relevant to community networks. In
Section 3 we outline the key concepts that pertain to the develop-
ment of deep learning traffic classifiers. Section 4 then presents
the prominent deep learning techniques that have been applied
by relevant research papers. This is followed by a discussion and
critical analysis in Section 5 of the success of various approaches
with respect to the provided constraints. Lastly, we summarize our
key conclusions in Section 6.

2 OVERVIEW OF CLASSIFICATION
CONSTRAINTS

There are a number of constraints that must be considered for
traffic classification tasks. These include whether the traffic is en-
crypted, whether the classification is in real-time or offline, and
whether there are resource utilization constraints. Some of these
constraints are particularly relevant for community networks. We



thus first consider general constraints applicable to community
networks, and then explore the specific constraints pertaining to
traffic classification that must be considered.

2.1 General Constraints for Community
Networks

Community networks refer to network systems that are built, de-
ployed and managed by local geographical communities (often with
the help of non-profit organizations) to support their community
by facilitating easier connectivity, communication and access to
online services [15]. Technically speaking, these network infrastruc-
tures are typically distributed, decentralized low-resource systems
that use low-cost hardware and wireless technologies to connect
network nodes [4]. Wireless mesh networks are a popular wire-
less networking technology for this purpose due to their robust
nature and ease of implementation compared to wired networks
[11]. These are self-organizing networks in which all nodes act as
routers which forward data, and which can dynamically adapt to
nodes entering and exiting on an ad hoc basis — thus allowing them
to be highly robust and scalable [17].

Community networks aim to help close the digital divide by
providing cheaper connectivity in typically rural areas or devel-
oping regions that otherwise would struggle to obtain affordable
and reliable internet access [15]. An example of such a community
network in South Africa is the iNethi network, which is currently
deployed in Ocean View — a township in Cape Town [10].

There are various general constraints that affect low-resource
community networks, including — amongst others — bandwidth,
performance and security issues. Limited bandwidth is one of the
key constraints typically applicable to low-resource community
networks [20]. These low-resource environments often have slower
traffic transmission speeds which impact network users’ applica-
tion usage. Another key constraint is that of performance — in
terms of computational resources available in such networks. Com-
munity networks generally consist of simple low-cost hardware
infrastructure [4], and as a result the computational power in such
networks is limited. An additional challenge faced in the design
of community networks using wireless mesh technology is their
vulnerability to network security issues, because traditional secu-
rity schemes cannot be applied as a result of community networks’
computational constraints [20].

2.2 Specific Traffic Classification Constraints

We now discuss some of the specific constraints that are considered
when designing a traffic classifier — namely traffic encryption,
online versus offline classification and computational intensity —
and relate these to their applicability to community networks.

2.2.1 Encryption of Traffic. A key factor that affects the traffic clas-
sification task is whether or not the traffic is encrypted. Traditional
classification methods do not perform as well for encrypted traffic,
since these approaches often rely on information based on the con-
tent of packet payloads. The encryption of traffic is thus one of the
main drivers behind turning towards deep learning approaches to
the classification task.

Some studies have continued to explore classification of un-
encrypted traffic, however, namely to illustrate the effectiveness
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of deep learning techniques on such data relative to classical ap-
proaches. For example, Lim et al. produced a paper that demon-
strates the effectiveness of convolutional neural networks and resid-
ual networks on unencrypted data, achieving excellent F1 scores of
over 0.95 [12] (See Section 3.4 for an explanation of the F1 score).
The study uses entire packet payload contents as data, and whilst
this may not be as useful for encrypted traffic, it does serve to show
the success that deep learning techniques can have using the mass
of data available in traffic flows.

However, due to the prevalence of encryption in modern inter-
net traffic, our focus in this paper will be on studies that classify
encrypted traffic using deep learning. Many such studies have been
conducted in recent years, and these will be explored in Section 4.

2.2.2  Online Classification. Traffic classification can also be di-
vided into into online versus offline classification [19]. Online clas-
sification pertains to the scenarios where flows need to be classified
in real-time within the first few packets. This can also be referred
to as ‘early’ application identification [3]. For example, this is ap-
plicable in QoS provisioning since the classification results directly
affect the priorities assigned to different flows. On the other hand,
offline classification is used where the traffic does not need to be
classified immediately and there is time for posterior analysis to
be performed on the entire flow. This applies to situations such as
helping ISPs determine the correct amount to bill customers, since
determining application usage for customers does not need to take
place in real-time.

Online classification can typically be considered either through
a flow-based or packet-based approach. The flow-based approach
aim to classify traffic flows using as few of the initial packets in a
flow as possible, whilst packet-based approaches attempt to classify
traffic on a packet-by-packet basis without needing to first associate
packets with a particular flow.

This paper will try highlight approaches in the literature that
are applicable to online classification in particular, since this will be
suitable to the provision of QoS in community networks — which
is where our research focuses. Deep learning approaches have been
shown to be very effective for online classification, as shown by
the flow-based study performed by Lopez-Martin et al. where high
accuracy is attained despite only using the first 20 packets of each
flow [13]. Their results even show that using just the first five
or more packets were sufficient to achieve accurate classification
results.

2.2.3 Low Computational Resources. Lastly, another important
constraint that should be considered for the traffic classification
task is that of computational efficiency. Namely, both training time
and computational resource usage for the models are relevant, since
deep learning architectures are highly computationally intensive.
This is particularly prevalent in the network traffic classification
environment, since models will need to be periodically retrained to
account for the continually changing nature of Internet traffic and
resulting aging of training data, especially for mobile application
traffic [21]. Additionally, deep learning models can be very memory
intensive when a large number of layers are used, and this will not
be suitable for deployment in low-resource environments. Accord-
ingly, in this paper we will try to emphasize deep learning models
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that consider computational efficiency and resource utilization as
an important factor in their design.

3 KEY CONCEPTS IN DEEP LEARNING FOR
TRAFFIC CLASSIFICATION

With the above constraints serving as the context upon which
the traffic classification task will focus, in this section we now
discuss the key concepts pertaining to the classification task that
are apparent in the literature.

3.1 Overview of Typical Procedure

As a general framework upon which to explore papers that have
developed traffic classification deep learning models, we first give
an overview of the general overall procedure followed [19]. First,
the specific classification problem itself is decided upon — for ex-
ample whether the study will be classifying by application (such as
Skype vs YouTube), or by protocol (such as HTTP vs FIP). Appro-
priate labelled data is then obtained to be used for model training
— this requires data preprocessing to clean the data and extract
appropriate features that will be used in the model. The next step
is deciding upon the models to be used - such as convolutional neu-
ral networks, recurrent neural networks or combinations thereof.
Finally, the model is trained and fitted using the training data, after
which the model results are evaluated on test data using appropriate
classification metrics.

3.2 Data Preparation Pipeline

Various approaches have been taken in the literature to prepare
appropriate training data that will be suitable for fitting classifica-
tion models. Different papers conduct the process of collecting and
preprocessing the data in different ways, whilst thereafter features
from the data must be chosen for the model.

3.2.1 Data Collection and Preprocessing. The input data for classi-
fication models is typically raw packet data (often in the form of
PCAP files) or information extracted directly from this data [19].
This data needs to be labelled to allowed the model to train from
it. In order to obtain such labelled data, one approach taken by
researchers is to make use of public labelled datasets. For example,
this approach is used in the study in [12] where labelled PCAP
traffic traces sourced from the UPC’s Broadband Communications
Research Group is used as the input data.

Some studies, however, need data that specifically relates to their
particular classification goal. These studies will then capture their
own traffic traces, and then will need to label the data with ground-
truth values. One approach for labelling the data is to use deep
packet inspection (DPI) packages which make use of a database of
application signatures to identify different classes from traffic traces.
Bujlow et al. performed an independent study of different DPI tools,
evaluating their traffic classification accuracy [5]. The main result of
their study shows that PACE — a commercial package — offers the
highest accuracy; but the open-source tools nDPI and Libprotoident
also attain very high accuracy. This approach is adopted by Lopez-
Martin et al., who use the nDPI tool — which handles encrypted
traffic — to label their dataset. [13].

In terms of preprocessing, one issue that often presents itself in
the literature is the lack of a balanced dataset. For example, there
may be a high amount of Skype flows, but few WeChat flows, which
makes the training process more difficult. Some studies do not ac-
count for this imbalance, such as Lopez-Martin et al, and as a result
do not perform as well when classifying some of the underrepre-
sented classes [13]. One approach to solving this problem, used by
Lim et al., is to preprocess the raw data to simply extract an equal
number of flows or packets for each label class [12]. This method,
also used by Lotfollahi et al., is called under-sampling, and usually
works by randomly removing some of the major classes’ samples
until the dataset is more balanced [14].

Another approach to the imbalanced data problem is using a
deep learning model called a generative adversial network (GAN).
The model is able to generate synthetic samples from the underrep-
resented classes in order to balance the number of samples between
the minor and major classes in the training data. This is applied in
a study by Vu et al. who apply a GAN to balance the classes in a
public network traffic dataset [22]. Their results show a clear im-
provement in classifiers on both accuracy and F1 score (see Section
3.4 below for an explanation of these metrics) using the augmented
dataset as compared to running the same classification algorithms
on the imbalanced data.

3.2.2 Feature Selection. Once a labelled dataset has been collected,
the next step is to prepare the actual training data that will serve as
the input to the relevant model. One of the main advantages of deep
learning techniques, is that it allows for automatic identification
of relevant features during the learning process. Many papers thus
simply take portions of the packet traces or packets in their entirety
as the input, and allow the network to discover patterns in the data
to facilitate the classification. For example, this approach is used by
Lotfollahi et al., who allow their packet-based classification model
to automatically select features by just using the IP header and first
1480 bytes of each IP payload as the input to their networks [14].
Another approach taken by some researchers is to carefully ex-
tract specific features from packet data to serve as input to their
model. Such an approach is usually used for flow-based classifi-
cation as opposed to packet-based. Lopez-Martin et al. found that
source and destination ports, TCP window size, packet direction,
packet timestamp and payload size (for the first 20 packets in a
flow) were useful features to use as inputs to their model [13].

3.3 Model selection

After the training data has been prepared, the models that will be
used as classifiers should be decided upon. Generally a few different
network architectures are considered and compared in terms of
various evaluation metrics explained in the section below. Once
suitable models have been selected, appropriate hyperparameters
(such as number of layers, number of nodes in each layer, and many
more) are chosen by fine-tuning trained models. There are many
approaches taken regarding fine-tuning of models, with a popular
technique adopted in the literature being that of grid search [12, 22]
— where all combinations of specified potential values for each
hyperparameter are tested to see which yields the optimal model
performance.



3.4 Model evaluation

There are a few key metrics that are typically used for evaluating
the success of classification models, namely accuracy, precision,
recall and F1 score [18].

It is important to explain these metrics as some of these terms will
be used to evaluate and compare different deep learning approaches
in Section 4 below. Note that typically each measure is computed for
each label present in the data, with a weighted average of the labels’
metrics then taken as overall measures of the model’s performance.

These metrics’ definitions are based on the following four defini-
tions: (1) true positives (TP) are the number of times a real label is
correctly predicted, (2) false positives (FP) are the number of times a
label is predicted when in fact it is not the true label, (3) true nega-
tives are the number of times we correctly indicate that a particular
label is not present, and (4) false negatives occur when we indicate
a label is not detected when it is actually the true label.

The metrics are then defined as follows:

TP+TN

A =
Y = TPY TN + FP+ FN
_ Number of correct predictions

Total number of predictions

Recall = L
TP+ FN

. TP
Precision = ————
TP + FP

Precision X Recall
Flscore=2X ——MM———
Precision + Recall

Accuracy is one of the most popular metrics used for evaluation
of classifiers, indicating the proportion of correct classifications
relative to the total number of predictions made. This metric is a
good indication of model performance if the dataset is balanced,
however it can give a false representation of the model if the dataset
is highly unbalanced. For example, if 99% of a dataset has one label
and 1% another, a model that always predicts the first label will
achieve 99% accuracy even though it never classifies the second
label correctly.

The F1 score is often used to solve this problem, calculated as
the harmonic mean of the precision and recall metrics. The F1 score
is a value between 0 and 1 and can be interpreted as a percentage.
It is often regarded as the most important metric for classification
tasks since it gives a better indication of a model’s performance on
datasets which are unbalanced.

4 PRESENTATION OF DEEP LEARNING
APPROACHES

In this section we present and discuss representative papers that
have implemented different deep learning techniques for traffic
classification, with appropriate analysis and links to the constraints
we highlighted in Section 2. The deep learning methods that we
consider are multi-layer perceptron models, convolutional neural
networks, recurrent neural networks, and auto-encoders. In particular,
the papers we will discuss are based on encrypted traffic, since this
is most applicable to real-world data.
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4.1 Multi-Layer Perceptron

The multi-layer perceptron (MLP) model is the first basic neural
network architecture, a non-linear model used for supervised learn-
ing [7]. The model consists on an input layer, one or more hidden
layers, and then an output layer - with each layer consisting of a
set of nodes, called neurons. Deep learning models, in particular,
refer to neural networks that contain more than one hidden layer.
Each neuron in a layer is fully connected by edges to every neuron
in the next layer, with each edge having a weight parameter. The
training data forms the input to the first layer, whilst thereafter
each neuron computes a weighted sum of the outputs of the previ-
ous layer’s neurons with each corresponding edge’s weight, with a
non-linear activation function applied to this weighted sum. The
output layer’s outputs are then used for predictions. The network
then ‘learns’ the optimal weight parameter values that minimize
the loss between the predictions and true values through a process
called backpropagation.

In practice, pure MLP models are rarely used for traffic classifi-
cation due to their computational complexity as well as compara-
tively low accuracy relative to other deep learning techniques [19].
Aceto et al. performs a study comparing numerous deep learning
architectures, with the results clearly showing the relatively poor
performance in traffic classification of MLPs with both one and
two hidden layers, compared to other architectures [1]. However,
this study shows the usefulness of MLPs as a baseline to which
other models can be compared. Additionally, many deep learning
architectures rely on using one or two fully connected MLP layers
before the output layer, and hence MLPs also are valuable in this
regard.

4.2 Convolutional Neural Networks

Convolutional neural networks (CNNs) are one of the most popular
deep learning architectures that have been applied in the traffic
classification field, despite traditionally being applied to recogniz-
ing patterns in image data [16]. CNNs are designed for processing
data stored in a grid-like structure, uncovering local spatial pat-
terns within the data [9]. Similar to MLPs, CNNs consist of an input
layer, a series of hidden layers, and then an output layer. However,
the hidden layers for CNNs typically consist of both convolutional
layers — which use image kernels with a small number of learnable
parameters to extract key spatial patterns from the input, and pool-
ing layers — which are used to reduce the spatial dimensionality of
the data. One-dimensional CNNs (1D-CNNs) use filters that capture
spatial patterns in one-dimensional data, whereas two-dimensional
CNNs’ (2D-CNNs) filters, used in image recognition, can learn to
recognize two-dimensional features. 1ID-CNNs have been deemed
ideal architectures for the traffic classification task using packet
data, since they are able to recognize spatial dependencies between
adjacent bytes (or packet features) in order to find key patterns that
enable successful classification [14].

Aceto et al. performed a comprehensive comparison of many
deep learning architectures, focusing on classifying mobile app
traffic [1]. Their approach is, however, applicable to the traffic clas-
sification task in general. One aspect of their study compares the
use of 1D filters, and 2D filters, in CNNs for traffic classification
and observed similar performance results. They conclude that this
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supports intuition that traffic data can be considered as inherently
sequential, and hence 2D filters are not necessary in better cap-
turing spatial information in traffic data. This corroborates the
findings made by Lotfollahi et al. of the effectiveness of 1D-CNNs
for traffic classification [14]. It should be noted that these results
are applicable to packet-based classifiers that use the first n bytes of
a packet’s payload as input, and have not necessarily been shown
to be relevant when selected features are chosen as input.

Wang et al. [24] proposes an end-to-end procedure for using a 1D-
CNN to characterize encrypted traffic into twelve classes including
Email, Chat and Streaming - each split into both VPN and non-VPN-
based traffic. The study makes use of the public ISCX VPN-nonVPN
dataset as training data, which allows for comparison with other
studies on the same dataset. The data is preprocessed by taking the
first 784 bytes of each flow/session, and converting this into a two-
dimensional image as input to the CNN. The study’s CNN consists
of two convolutional layers, each followed by a max pooling layer,
after which two fully-connected layers link to the output layer. The
model outperformed a state-of-the art C4.5 decision tree classifier
operating on the same dataset, highlighting the suitability of this
model for encrypted traffic classification. Furthermore, the study
compares a 2D-CNN to their 1D-CNN model and observes higher
accuracy, precision and recall for the 1D-CNN for the majority of
the labels — further supporting the discussion above. We also should
note, however, that this approach of using all the initial bytes of a
flow is likely to be more computationally intensive than if features
were more selectively chosen.

Chen et al. also use a CNN-based approach, developing a clas-
sification framework which they termed Seq2Img [6]. However,
in particular, their study is aimed at online classification. To this
end, they opt to use only the first 10 packets in a flow in order to
classify packets in a flow as early as possible. The method adopted
consists of extracting raw flow information such as packet sizes and
inter-arrival times, as opposed to hand-crafted statistical features
that depend on a priori knowledge of the entire flow. A technique
called a Reproducing Kernel Hilbert Space embedding is then used
to embed these features into an image that is fed into their CNN
classifier. Similar to that used in the study by Wang et al. above
[24], this CNN is made up of two convolutional layers and two
pooling layers, but with three fully connected layers before the out-
put layer. Seq2Img attained 99.84% accuracy when classifying by
protocol and 88.42% accuracy when classifying by application (on
a private dataset consisting of 5 applications and 5 protocols). The
study compares this performance to both classical machine learning
methods such as Naive Bayes Classifiers and Decision Trees, as
well as to an MLP model, with Seq2Img significantly outperforming
each of these. This highlights the effectiveness of their CNN-based
model, especially when considering our relevant constraints in that
it prioritizes online classification and minimizing computational
complexity by using selective data features.

4.3 Recurrent Neural Networks

Recurrent neural networks (RNNs) are a particular class of neural
networks designed for working with sequential data, where outputs
may depend on previous inputs in a sequence [9]. RNNs make use
of loops in the hidden layers to allow neurons to retain temporal

information [19]. LSTMs are very popular variants of RNNs that
help to solve the ‘vanishing gradient’ problem (which occurs during
the backpropagation algorithm when gradients are computed over
multiple stages) to allow the network to better learn long-term
dependencies in a sequence [9]. Such networks are appropriate for
the traffic classification task, since traffic flows consist of a sequence
of packets where packet data could depend on previous packets,
and also bytes within a packet contain sequential information.

Lopez-Martin et al. performed a study that highlighted the suc-
cess that RNNs can have as part of traffic classifiers [13]. They
aimed to perform classification on a dataset consisting of labelled
flows from 108 application services - with the particular goal of
improving Internet of Things (IoT) traffic management. For each
flow, only up to the first 20 packets are chosen to form the input to
the network, with six features extracted for each packet — namely
source port, destination port, payload size, TCP window size, times-
tamp (for measuring inter-arrival time) and packet direction. Hence
the input to their models was a time series of 20 feature vectors
per flow, with each vector consisting of six features. Their RNN
model (using LSTM layers in particular) achieved an aggregated
F1 score score of above 95%, illustrating the effectiveness of RNNs
for traffic classification. Interestingly, in this study Lopez et al. also
created models that combined RNNs and CNNs, and noted that
this combination of the two architectures achieved a better perfor-
mance than either model individually. Such results coincides with
the conclusions made by Aceto et al. [1] that ‘advanced hybrid DL
architectures’ offer strong potential for improving the performance
of traffic classifiers. Their best combined model achieved an F1
score of 95.74%, with accuracy of above 98% for the 15 most fre-
quent labels in the dataset. With respect to the constraints we are
focusing on in this paper, we note that this study was both useful
for online classification (since only the first few packets in a flow
are necessary for classification) and also considered computational
efficiency by choosing not to include more packets than 20, despite
the potential for this to improve results.

Wang et al. also proposed a classifier consisting of a combi-
nation of RNNs and CNNs, designed for detecting malware [23].
They propose an intrusion detection system that learns hierarchical
spatial-temporal features, termed HAST-IDS. In essence, the sys-
tem consists of transforming raw traffic data into the format of 2D
images which are fed into a CNN, the result of which is passed into
an LSTM network. Their hypothesis was that the CNN will learn
the spatial features in the network packets, and then the LSTM
will capture temporal information — thus allowing the overall net-
work to learn the important features from the data for classification.
The HAST-IDS model achieved high accuracy compared to mul-
tiple other published methods that use the same dataset, which
demonstrates the effectiveness of their proposed system.

4.4 Stacked Autoencoders

Stacked autoencoders are our final deep learning technique from the
literature that we shall consider. Autoencoder (AE) neural networks
describe a method of unsupervised learning used for dimension-
ality reduction and automatic feature extraction, by attempting
to reconstructing the input at the output and minimize the recon-
struction error, thus removing noise [14]. Models called stacked



autoencoders (SAE) are typically used more in practice to achieve
better performance — such models consist of several autoencoders
stacked after each other, with the output of the previous one serving
as the input to the next.

One study that used SAEs effectively for the classification task
is that done by Lotfollahi et al [14]. The scheme, termed Deep
Packet, is very well-executed and makes use of SAEs and CNNs to
classify both by application and by traffic type (such as chat and
streaming). The SAE model is made up of five fully connected layers,
whilst the core of the CNN is two convolutional layers followed
by a pooling layer. Unlike many of the other research papers we
have considered which classify flows, Deep Packet performs packet-
based classification. This approach is the ideal approach for the real-
time classification constraint, since deployed models will not need
to first identify packets as being part of a flow before classifying
them. Lotfollahi et al. justifies the packet-based approach, despite
the payloads being encrypted, because their deep learning models
are able to learn the distinguishable patterns within the encrypted
data that characterize applications, despite the content itself being
inaccessible due to encryption. Their results testify to this end, with
their CNN and SAE models attaining highly impressive F1 scores of
0.95 and 0.92 respectively. These are shown to clearly outperform
previous classifiers on the same dataset that made use of k-nearest
neighbours and C4.5 decision tree algorithms.

It is interesting to note that the study by Aceto et al. [1] also
performed useful experiments on the training time of various ar-
chitectures including SAEs, CNNs and LSTMs. An interesting ob-
servation made is that their SAE model was considerably faster to
train than the CNN model. They also noted that — when trained
on the same dataset — the LSTM models they used were faster to
train than the CNNs. Whilst it is difficult to do a direct comparison
of different deep neural network architectures in terms of com-
putational efficiency regarding training time (due to variability in
number of layers and nodes per layer), their study does still provide
a useful framework for looking at training times — and indicate that
SAEs might be a useful consideration for improving computational
efficiency.

5 DISCUSSION

There has clearly been substantial research into the traffic classifi-
cation task, guided by each particular study’s specific aims. This
literature can thus help provide a guide as to which approaches will
work for the particular constraints applicable to our desired deep
learning-based traffic classifier for community networks. There-
fore, we will now discuss and compare the results of our above
research, with particular emphasis on the approaches that we think
will work best for our key constraints of encrypted traffic, real-time
classification and computational efficiency.

The majority of papers we have anaylzed dealt with encrypted
traffic. This is testament to the capabilities of deep learning towards
overcoming the difficulties that classical approaches face when
dealing with encryption. The literature has made it evident that
this encryption constraint can be dealt with in multiple ways - either
by using general packet features in a flow such as packet length
and inter-arrival times which are independent of the encryption
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[6, 13], or through training neural networks to learn patterns in
the encryption without needing to decipher the content [14].

Regarding the data itself, another key point that we saw high-
lighted in the literature is that of the importance of a balanced
dataset for successful classification across all classes. Studies that
do not deal with the issue of imbalanced data achieve poor results
when classifying the under-represented classes [13, 24]. Two viable
approaches to overcome this issue include under-sampling from the
major classes (if sufficient raw data is available) [12] or artificially
generating data using GANs to account for the imbalance [22]. The
latter approach is likely more appropriate to scenarios when the
amount of data is too small to consider under-sampling.

There are many insights to be gathered from our analysis of
different deep learning approaches in Section 4. Firstly, it appears
clear that as a stand-alone model pure MLP models are not as
successful as other deep learning techniques. CNN models appeared
the most popular technique in the literature, due to their ability to
capture spatial patterns within the traffic data. In particular, there is
evidence to suggest that 1D CNNs are more suitable than 2D CNNs
to the classification task [14, 24]. However, when classifying traffic
based on flows (rather than more fine-grained packet-by-packet
classification), LSTM RNN networks also have been shown to be
very effective, due to their ability to retain temporal information
regarding the relationships between successive packets [13]. Using
hybrid model structures, such as applying a CNN and then an LSTM,
also appears to be a promising route to explore in order to improve
model performance[1, 13, 23]. In the CNN and LSTM combination
scenario, this has the advantage of being able to recognize both
spatial and temporal patterns in the traffic data.

It is clear that using statistical features of entire traffic flows
such as flow duration and mean packet size [2] will clearly not
be suitable for online classification as the entire flow must have
ended before the packets in a flow can be classified. So, when
considering the constraint of real-time classification, it appears that
two main strategies have arisen in the literature. Either features
based on only the initial packets in a flow are used to classify the
packets from a flow [6, 13], or classification is done on a packet-
by-packet basis independent of the flow [14]. It appears that there
may be a potential trade-off between computational efficiency and
online classification in this regard. The packet-based classification
certainly meets the real-time constraint better, since packets do
not first need to be identified as part of a flow before they can be
classified. However, classifying based on initial packets in the flow
has the advantage of likely being less computationally intensive,
since selected features from these packets are used as opposed to the
overall packet payload data needed for packet-based classification.
Additionally, the approach using initial packets in a flow allows
models to capture temporal flow-based information which could
aid the performance of such models.

Another important constraint to be discussed is that of the train-
ing time for different models. It is difficult to compare different
deep learning architectures directly in terms of training time, since
there is high variability in network parameters. However, the obvi-
ous trend is that the greater the number of layers, and greater the
number of neurons in each layer, the longer the model will take
to train. As such, models with fewer parameters should be empha-
sized in order to adhere to the computational efficiency constraint,
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especially since models will have to be regularly retrained in the
low-resource community networks to account for changing traffic
patterns. Additionally, we note that it is suggested that SAE traffic
classifiers are faster to train than other deep learning architectures
[1], and so this could be explored further to particularly emphasize
the low computational resource usage constraint.

Finally, we note that to the best of our knowledge, it appears
that no studies exist yet in the literature on a traffic classifier aimed
primarily at suitability for community networks — with studies
having been done that focus on other areas such as IoT, mobile
traffic, security systems etc. As such, there is opportunity for further
contribution to the knowledge in the traffic classification field by
using the current literature to guide work on a low-resource, real-
time traffic classifier applicable to the constraints of community
networks.

6 CONCLUSIONS

Traffic classification clearly plays an important role in the field
of network management for reasons such as traffic engineering
and QoS. Accordingly, there has been extensive research into the
topic in the literature. In community networks in particular, the
classification task is made more difficult by the added constraints
associated with these low-resource environments — and so these
constraints guided our research.

In this review, we provided an overview of community networks,
and the relevant constraints of encrypted traffic, real-time classifi-
cation and low computational resource usage that are applicable to
the traffic classification task in community networks. We explored
the typical end-to-end procedure followed in the literature regard-
ing building a deep learning traffic classifier, and then examined
the different deep learning techniques that have been employed by
researchers to this end. This was followed by a critical discussion
and analysis of the approaches that seemed likely to be successful
in satisfying the relevant community network constraints, in order
to see where our own research can fit into the field.

From the above analysis, it appears clear that in order to satisfy
the online classification constraint, we should explore either purely
packet-based classification or classification that only relies on the
initial packets in a flow. In terms of performance, it seems that
CNNs and LSTMs are the most popular deep learning techniques
for traffic classification, and also that a hybrid structure that com-
bines these models could be explored as a promising avenue for
improved performance. Additionally, smaller deep learning models
should aim to be emphasized in order to minimize computational
resource usage and training time, whilst other deep learning archi-
tectures such as SAEs could also be looked into in terms of relative
computational efficiency.

Going forward, the first step will be building a pipeline to extract
community network traffic data in a suitable format to be used for
classification. The open-source nDPI tool appears to be a viable
strategy for labelling the data [5], but other options shall also be
explored. Additionally, we should consider adopting the technique
of under-sampling in order to produce a balanced dataset that the
review has shown is important for successful overall model perfor-
mance. Thereafter, we can begin exploring different deep learning
traffic classifiers guided by the above constraint analysis in order

to develop options for real-time, computationally-friendly classi-
fication models that will be suitable for low-resource community
networks.
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