
THREAT MODELING IN SOCIAL 

NETWORKS 

1. Problem Statement:  
• Social networks are ubiquitous and prone to security attacks. 

 

 

 

2. Aim:  
Comparing threat modeling tools in relation to identifying  security 

vulnerabilities in social networks. 

Vulnerability Categorization: 

STRIDE – Spoofing, Tampering, Repudiation, Information Disclosure, 

Denial of Service. 

Threat Prioritization: 

DREAD – Damage potential, Reproducibility, Exploitability, Affected users, 

Discoverability. 
  

  

3. Solution:            

• Build the Hackmi2 Social Network as a test bed for evaluating the 
three threat modeling tools. 

 

4. Threat Modeling Approach: 
Attack Centric:  

 

  

 

 

 

 

 

Defence centric: 

 

5. Threat Modeling Process:  
 Apply the threat modeling process to the social network using each of the three 

threat modeling tools. 

6. Comparison: 
  


